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Introduction

This document explains how to install the VistA Imaging Exchange (VIX) service. Please
review the install checklist in Appendix A prior to starting the install and reference
throughout.

Intended Audience

This document is intended for VA staff responsible for managing a local VIX.

This document presumes a working knowledge of the VistA environment, VistA Imaging
components and workflow, and Windows administration.

Terms of Use

The VIX is a component of VistA Imaging and is regulated as a medical device by the
Food and Drug Administration (FDA). Use of the VIX is subject to the following
provisions:

|‘ . The FDA classifies VistA Imaging, and the VIX (as a component of VistA
&7 Imaging) as a medical device. Unauthorized modifications to VistA Imaging,
including the VIX, such as the installation of unapproved software, will
adulterate the medical device. The use of an adulterated medical device violates
US federal law (21CFR820).

| Because software distribution/inventory management tools can install
& inappropriate or unapproved software without a local administrator’s knowledge,
sites must exclude the VVIX server from such systems.

Document Conventions

This document uses the following conventions:
= Controls, options, and button names are shown in Bold.

= A vertical bar is used to separate successive menu choices. For example: “Click
File | Open” means: “Click the File menu; then click the Open option.”

= Keyboard key names are shown in bold and in brackets.
= Sample output is shown in monospace.

= Important or required information is shown in a Note.

= Critical information is indicated by: < !/

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Introduction

Related Information

In addition to this manual, the following document contains information about the VIX:

= VistA Image Exchange (VIX) Viewer Administrator’s Guide

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

Installing a New VIX

This section explains how to implement a new VIX. The installation checklist in
Appendix A, VIX Update Checklist, summarizes the process.

Tip: If you are updating an existing V1X, see the Updating an Existing VIX section.

Preparing for a New VIX Installation

Preparing to install a new VIX involves:
e Acquiring Installation Files

O MAG3 0P185 VIX Setup.msi and SQLExpress x64-12.0.2000.8.zip
should be copied to a temporary folder on the desktop.

e Setting up VistA

e Selecting and validating the server where the VIX will be installed
e Getting VIX component licenses

e Getting a VIX security certificate

Specifics are covered in the following sections.
Setting up VistA

You must install the compatible KIDS package on the VistA system before installing the
VIX server software. For information about how to install the KIDS package, see the
patch description of the patch you are installing.

= If you are implementing a VIX for the first time, the MAG VIX ADMIN key,
introduced in Patch MAG*3.0*83, must be assigned to the VistA accounts of
administrators who need access to the VIX transaction log.

= While it is not required, it is recommended that sites run the MagDexter and
MagKat utilities provided in patch MAG*3.0%98. Doing so populates DICOM
series information for radiology exams acquired before the release of
MAG*3.0*50. See the VistA Imaging Storage Utilities Manual for details.

Selecting and Validating the VIX Server

The server where the VIX is installed must meet the FDA, hardware, and operating
system/environmental requirements specified in the following sections.

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

FDA Requirements

The VIX is a component of VistA Imaging and is therefore regulated as a medical device
by the Food and Drug Administration (FDA). Use of the VIX is subject to the terms of
use listed in the introduction.

Hardware Requirements
Minimum VIX hardware requirements:
= Installation must be done on a 64bit OS machine.
=  Minimum
o 2 CPUs and 4 gigabytes of RAM
= Preferred
o 4 CPUs and 8 gigabytes of RAM
= A dedicated local drive for the VIX cache
=  Minimum
o 200 gigabytes of disk space
= Preferred
o 500 gigabytes of disk space

= A1 gigabit Ethernet connection will need to be available for use by the VIX.

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

2 Virtual processors
= [ SCSI Controler
® (. Hard Drive
vixtest.vhdx
44 OVO Drive
None
@ § Network Adapter
VGC Publc
R Management

|1} Name
VIX TEST
7= Integration Services
Some services offered
. Checkpoint File Location

53 smact Paging Fie Location

D Automatic Start Action
None

[® Automatic Stop Action
Save

C:\CusterStorage Production_DIC...

C:'\CusterStorage \Production_DIC...

N Memory

You can configure options for assigning and managing memory for this virtual machine.

Specify the amount of memory that this virtual machine will be started with,

B e
Dynamic Memory
You can manage the amount mmbumm
dynamically within the spedfied range,
[¥] Enable Dynamic Memory
Mirimum RAM: [ sulm
Maximum RAM: Ve

Specify the percentage of memory that Hyper-V should try to reserve as a buffer.
Hyper-V uses the percentage and the current demand for memory to determine an
amount of memory for the buffer.

s

Memory buffer:
Memory weight
Specify how to prioritize the availabiity of memory for this virtual machine
compared to other virtual machines on this computer,

Hoh

bow) = 0

) Specifying alower setting for this virtual machine might prevent it from
starting when other virtual machines are running and available memory is low.

/8, This virtual machine is configured with uniform memory access. Virtual machines
configured with a large amount of memory or many virtual processors can often

benefit from non-uniform memory access.

Disable Dynamic Memory to allow non-uniform memory access.

Figure 1: MINIMUM VIX Settings
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Installing a New VIX

‘e Settings for VHAPUGIMMVVIXT on VHAPUGIMMVGC3 (== S|
R Hardware . Memory ~
_ Add Hardware
d8 Frmware You can configure options for assigning and managing memory for this virtual

Specify the amount of memory that ths virtual machine will be started with.
s192M8 Startup RAM: 3192) M8

+ [} Processor

L3l processo Dynamic Memory
= % SCSI Controller You can manage the amount of memory assigned to this virtual machine
# (@ Hard Drive dynamically within the specfied range.
£ % DVD Drive E
# § Network Adapter ==
Maximum RAM: 1048576| M8

R Management

Specify the percentage of memory that Hyper-V should try to reserve as a
tL] Name R buffer. Hyper-V uses the percentage and the current demand for memory to
TVVIX determine an amount of memocy for the buffer,

Y- Integration Services

o5 offe Memory buffer: 215 %
3%.| Chedgont File Location
Cf\lusterStorage Producto = Memory weight
e Smart Paging Fie Location ’ Specify how to prioritize the avadabiity of memory for this virtual machine
[ compared to other virtual machines on this computer.
i® Automatic Start Action -
R Low i} Hgh

{® Automatic Stop Action
Save ) Specfying a lower setting for this virtual machine might prevent it from
starting when other virtual machines are running and avadable memory is
low.

3, This virtual machine is configured with uniform memory access, Virtual machines
configured with a large amount of memory or many virtual processors can often
benefit from non-uniform memory access.

Disable Dynamic Memory to allow non-uniform memory access.

{3, Some settings cannot be modified because the virtual machine was running v

oK | [ cancel

Figure 2: PREFERRED VIX Settings

Port Requirements

On the server where the VIX is installed, verify that ports 343, 443, 8080, and 8443 are
accessible to VA wide area network IP addresses (10.x.X.X).

Operating System and Environment Requirements

The VIX can run on:
= Minimum: Windows Server 2008 R2
= Preferred: Windows Server 2012 R2

.NET Framework Requirement

e If you are installing on Windows Server 2008 R2

o Verify that .Net 3.5 is installed and enabled. It must be enabled for the
VIX install.

o .Net 4.5 framework might not be installed on your server. If so, this
condition causes the installer to fail. To discover if you have the feature
installed it should be present in “Control Panel\Programs\Programs and
Features” as “Microsoft NET Framework 4.5.x”.

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

o Toremedy download and install the .Net 4.5 framework. (for

convenience, a copy is placed on the FTP site)
e If you are installing on Windows Server 2012 R2

o Verify that .Net 3.5 is enabled. It must be enabled for the VIX install.

o .Net 4.5 framework should be installed on your server. If it isn’t installed,
the installer will fail. To discover if you have the feature installed it should
be present in “Control Panel\Programs\Programs and Features” as
“Microsoft NET Framework 4.5.x”.

o Toremedy download and install the .Net 4.5 framework. (for
convenience, a copy is placed on the FTP site)

Getting VIX Component Licenses
Two toolkits used by the VIX require third-party licenses.

Laurel Bridge DCF Toolkit

The Laurel Bridge DICOM Connectivity Framework (DCF) toolkit is a third-party toolkit
used by the VIX to convert images to and from DICOM format.

The VA has purchased an enterprise-wide license for this toolkit. To request site-specific
serial numbers for this license, do the following:

1. From the server where the VIX is installed, attempt to access the Laurel Bridge
activation code server at https://74.94.63.62. (A login page will display if you can
access the site.)

P If you cannot this access this site, enter a ticket and indicate that your site
e/ ACL (access control list) needs to be modified to access https://74.94.63.62.

2. Contact the VHAVILBL.icenses@va.gov mail group. They will provide a request
form and instructions for completing the form.

The serial number information provided will ultimately be used to generate an activation
code (this is done during the VIX installation process). The activation code allows the
Laurel Bridge DCF toolkit to be installed and used.

The Laurel Bridge activation code is linked to the hardware of the server where the
toolkit is installed. If you have to replace the licensed server, email the contacts listed
previously to arrange to get the serial number(s) transferred as well.

Aware JPEG2000 Toolkit License

The Aware JPEG2000 toolkit is a third-party toolkit used for DICOM-to-JPEG2000
image conversion by the VIX.

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

Sites that implement the VIX must purchase a one-time permanent license for the latest
version of the Aware JPEG2000 toolkit from Aware for each server where the VIX is
used

IMPORTANT: Do not install the Aware JPEG2000 toolkit before you run the VIX
installer. The VIX installer installs the version of the Aware JPEG2000 toolkit with
which the VIX has been tested. If you install the Aware JPEG2000 toolkit before running
the VIX installer, this will interfere with the installation process.

Getting a VIX Security Certificate

Each server that hosts the VIX must be issued a security certificate. To get security
certificates, send an e-mail to VHAVIVIXSETUP@VA.GOV and include the following
information:

= Fully Qualified Domain Name (FQDN) of the VIX server name
= Contact information for the primary and backup administrators of the VIX.

Requests will typically be processed within five business days. After the request has been
processed, the security certificate (one per server) will be securely transmitted to the
requesting site POC for install on the site VIX.

Each security certificate received will need to be copied to the local server where the VIX
software is installed. The VIX installation wizard will prompt you for this certificate
during the installation process.

Java Version

Before beginning the install, validate the specific patch description document for the
current version of Java. If the server has a different version of Java than the required
version specified in patch description, please uninstall the application.

New VIX Installation — Standalone Server

Use the following steps to install a VIX on a standalone server for the first time.
Installation should take less than 30 minutes assuming that all preparation steps in
previous sections are complete.

Note  Only perform the steps in this section if you are installing the VIX on a single
server.

Preparing Passwords, Activating Components, and Staging Files

Before starting the VIX installation process on a standalone server, do the following:

1. Verify that .NET 3.5 featuresand .NET 4.5 features are enabled. If Windows needs to
download files, accept.

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

- 'DESTINATION SERVER
Before you beg n TISTWINT
This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the ing needs of your ization, such as sharing or
Installation Typa hosting a website.
Server Selection

To remove roles, role services, or features:
e Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

I you must verify that any of the preceding prerequisites have been completed ciose the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] skip this page by default

<Previous | [_Net> [ astan | [ Cancal

. . DESTINATION SERVER
Select installation type v
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk (VHD).
| Server Selectk (® Role-based or feature-based installation

Configure a single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI to create a virtual machine-based
or session-based desktop deployment.

<Previous | | Next> [ inste Cancel

DESTINATION SERVER
Select features ravewnT
Before You Beghn Select one or more festures to install on the selected server.
Installation Type Description
| Server Selection NET Framework 3.5 combines the
power of the \NET Framework 20
S/ Rokes b [E] .NET Framework 4.5 Features (4 of 7 installed) APl with new technologies for

b [ Background Intelligent Transfer Service (B1TS) ||  building applications that offer

[0 BitLocker Drive Encryption
[ BitLocker Network Unlock
[0 BranchCache

[ Client for NFS

[ Data Center Bridging

[ Direct Play

[ Enhanced Storage

[ Failover Clustering

[ Group Policy Management
[ 1S Hostable Web Core

[ Ink and Handwriting Services

< "

appealing user interfaces, protect
your customers’ personal identity
information, enable seamless and
secure communication, and provide
the ability to model a range of
business processes.

install | [ Cancel
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Installing a New VIX

Prepare a password to be used for the Apache Tomcat administrator account that will
be created as part of the VIX installation process.

= This account will be rarely used; it only needs to be secured properly.
= The password is case-sensitive and only alphanumeric characters are allowed.

Prepare a password for the Windows account that will be created as part of the VIX
installation process.

= This Windows account, which will be named “apachetomcat” when it is created
by the VIX installer, is used to run the VIX in the Tomcat environment. This
account is limited to only the functions it needs to run the VIX.

= The password is case sensitive, must contain at least eight characters, and must
contain at least one capital letter and one number.

Set up a service account in VistA for ROI periodic processing with the MAG DICOM
VISA secondary menu option and the OR CPRS GUI CHART secondary menu
option. The service account may be the same service account as the one the DICOM
Gateway and the HDIG use. The credentials are required for the VIX to process ROI
disclosure requests periodically, in the background and to purge completed requests.

Determine the email address or addresses for notification about invalid ROI periodic
processing credentials. The VIX will send an email notification to the email address
or addresses, if the ROI periodic processing credentials are invalid or have expired.
You must specify this address when you install the VIX. You can set up a new email
account for this purpose or use an existing one.

Copy the VIX security certificate to the primary drive (usually the C drive) of the
server where the VIX will be installed.

Standalone Server Installation

VIX installation involves running two processes back-to-back. The first short process
installs the VIX Installation Wizard. The second, longer process involves using the VIX
Installation Wizard to install the actual VIX.

Note: These steps presume that you have already obtained a serial number for the Laurel
Bridge DCF toolkit. These steps also presume the VIX can access the Laurel Bridge
license server via the internet.

To install the VIX on a standalone server

1.

Use an administrator-level account to log on to the standalone server where the VIX
will be installed.

Copy the latest VIX installer (MAG3 0P<number> VIX Setup and
SQLExpress x64-12.0.2000.8.z1ip) to a temporary folder on the desktop.

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

3. Do the following to prepare the VIX Installation Wizard:
a. Double-click the VIX set-up MAG3 0P<number> VIX Setup.msi file.
a. When the Welcome page displays, click Next.
b. When the Confirm Installation page displays, click Next.
c. When the Installation Complete screen displays, click Close.

4. Choose Start | All Programs | VistA Imaging Programs | VIX Installation Service
Wizard.

5. Run selected program as administrator.

Apps

SQL Server 2014 Installation Cen.. VistA Imaging Telepathology Wo... Magnifier

. SQL Server 2014 Management S... VIX Builder 2013 GUI Narrator

SQL Server 2014 Profiler VIX Service |pstallationizard o On-Screen Keyboard
Pin to Start

5 = Pin to taskba
' SQL Server 2014 Project Convers... : g
Uninstall

Open new window

SQL Server 2014 Reporting Servi... Calculator Administrative Tools

Run as administrator
Run as different user

Notepad Open file location Command Prompt

6. When the Welcome page for the VIX installation wizard displays, click Next.

7. Inthe Site Number field of the Specify the VA site... page, enter the STATION
NUMBER (field (#99) in the INSTITUTION file (#4)) of your site. Then, click
Lookup Server Addresses.

8. Verify that the site-related information retrieved by the lookup is correct. Then, click
Next.

Note: The VIX server hostname will be blank and the port number will be O; these
values are populated automatically once the VIX is registered with the VistA site
service.

9. When the Install the VIX Prerequisites page displays, verify that the icons for the first
two items on the page are @ .

= <account> has Administrator role — This line will indicate if an administrative
account is being used. If not, cancel the installation and restart it using a Windows
administrator account.

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

Current operating system — This line will indicate if the proper operating system
is present. If a non-supported operating system is identified, the installation
cannot continue.

10. On the same page, check the line that indicates the state of the Java Runtime
environment. If 23 is shown, do the following:

a.
b.

Click Install.

Wait until the status icon the Java Runtime Environment changes to & . (This
install of Java will take longer than previous versions and may take several
minutes to complete)

11. On the same page, check the line that indicates the state of the Apache Tomcat
installation. If 3 is shown, do the following:

a.
b.

C.

Click Install.

In the dialog box that displays, enter and confirm the Apache Tomcat password
that you prepared as described in Preparing Passwords, Activating Components,
and Staging Files previously. Then, click OK.

Wait until the status icon for Apache Tomcat changes to & . (This install of
Tomcat will take longer than previous versions and may take several minutes to
complete)

12. On the same page, check the line that indicates the state of the Laurel Bridge toolKit.
If 33 is shown, do the following:

a.

Click the Install button next to the Laurel Bridge item. After a brief delay, the
Activate DCF License window will open.

Tip: The Network Activation tab will be selected automatically, and about half of
the boxes in the window will be pre-populated.

Enter all of the following information in the Network Activation tab:

Note: The Activate button will be disabled if any of the following boxes are left
blank.

» Product Serial Number — the new Laurel Bridge DCF serial number (include
dashes).

= Site — the name of your site.
= CPUs —the number of CPUs on the server hosting the VIX.

= Contact name and Contact email — the administrator of your local VistA
Imaging system.

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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C.

Installing a New VIX

Near the bottom of the window, click Activate. After a brief delay, the Status
box will display a green “Success” message.

Click Exit with success. The Activate DCF License window will close and the
updated Laurel Bridge toolkit will be installed (installation will only take a second
or two).

13. On the same page, check the line that indicates the state of the service account. If [
is shown, do the following:

a.
b.

C.

Click Create.

In the dialog box that displays, enter the Windows service account password that
you prepared Preparing Passwords, Activating Components, and Staging Files
previously. Then, click OK.

Wait until the status icon for the service account changes to & .

14. On the same page, check the line that indicates the state of VIX security certificate. If
3 is shown, do the following:

a.
b.

C.

Click Install.
In the dialog box that displays, click Select.

Specify the location of the security certificate setup file received from the national
VistA Imaging team. Then, click OK.

15. Check the line that indicates VIX/Viewer Render Services. If 1 is shown, do the
following.

a. Click Install

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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Installing a New VIX

b. Click Configure Viewer/Render

VIX Viewer/Render Info Disoq E..li-

ot 343)
£
False

Falee

{Prost 301}

w0

False
[t/ Moz athent S080]
focalbazi

o

False
Wt/ Moz athosk SO80]
hcalbost

e

Falee
1ASDUEXWIESS)
ASDLENPRESS

W x
Coeliguse VeweuRends oK. Cancel

c. Verify the following settings:
(1) Verify the viewer port is set to 343.
(2) Verify Site Service host name is set to localhost.
(3) Verify Site Service port is set to 8080.
(4) Verify VIX Service host name is set to localhost.
(5) Verify instance name is .\ SQLEXPRESS

d. Editimage cache directory drive to the dedicated VIX cache drive. (For example
"E:\VIXRenderCache")

e. Click the Save Configuration button in the top right corner.
f. Click OK

g. If prompted to install the SQL server, click OK and select the .zip file in the
temporary folder on the desktop. (Depending on your system, this step may take
up to twenty minutes)
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16.

17.

18.

19.

22.

Installing a New VIX

-1 SOL Server 2074 Setup SNEUE

Installation Progress

Install Setup Files

i e e

Installsql tosls Cpusd_Action : Wiite Nativelmage 54. Generating Native Images

Help

In the Install the VIX Prerequisites page, confirm that all the icons are & . Then,
click Next.

In the Specify the location page, select the drive where you want the VIX
configuration files to reside. Then, click Create.

= |n most cases, you should use the same drive for the VIX configuration files and
for the VIX cache.

In the same page, select the drive where the VIX cache will be located. Then, click
Create.

Click Next.

Select the “C:\” drive for VixConfig folder and the “E:\” drive for VixCache folder.
Click each Create button to create the folders.

VIX Service Installation Wizard 30.185.8.6060

Specify the location of the VIX cache and configuration folders.

The VIX cache and configuration drves have been configured. Click Next 1o continue

Specify the local dnve for the VIX Configurasion files
C)\ - Windows 2012R2 v| |C\VxConfig ‘ Create N

Specify the local dnve for the VIX Cache
E/\- VIX_CACHE v [E\VxCache ] Creste

Space Avadable on selected dnve (GB) 499

<Bsck || mets | [ Cencel |
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23. Click Next.
24. In the Specify the Release of Information (ROI) Configuration, do the following:

Specify the access and verify codes for the account with the ROI periodic
processing credentials. The VIX uses this account for periodic processing of ROI
disclosure requests. The account must be valid VistA credentials with the MAG
DICOM VISA secondary menu option and the OR CPRS GUI CHART secondary
menu option. The credentials can be the credentials of the same service account
that the DICOM Gateway and the HDIG use.

Specify the email address that gets notifications for invalid ROI periodic
processing credentials. The VIX sends an email notification to the address or
addresses specified in this field if the ROI periodic processing credentials are
expired or invalid. You can enter several addresses, separated by a comma.

VIX Service Installation Wizard 30.180.8.6060

Specify the Release of Information (ROI) configuration.

The ROI configuration has been specified. Click Nextto continue.

Specify the VIXROI service account

Access: sssssnee
Verify: ssssee

Confirm Verify:  esesse

In case of error, send email notifications to (comma separated):
user2@va.gov
For example: userl@va.gov, user2@va.gov

< Back H MNeat = ] | Cancel

25. Click Validate.

The VIX installation program checks the information. If it detects an error, it displays
a tooltip with information about the error. When it validates the configuration, Next
becomes available.

26. In the Configure Local DoD connection page, do one of the following:

If your site has no local network connection to a DoD facility, click Next (this
will be the case at most VA sites)

If your site has a local network connection to a DoD facility, enter connection
information for the DoD’s PACS Integrator server. After entering the connection
information, click Validate to test the connection. Then, click Next.
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VIX Service Installation Wizard 30.185.8.6060

Configure local DoD connection for images

Mo connection specified. Click the MNext button to continue.

| Configure Local Dol connection

Dol Server P Address: I—
Dol Server Part: I—
Dol Site I—
Usernarne: I—
Fassward: I—
Canfirm Pagsward: l— Validate |

< Back | Mest » | Cancel |

27. On the Install the VIX page, click Install. (The information in this page is saved in
C:\Program Files (x86)\VistA\Imaging\ViX Installer for future reference or
troubleshooting.) This will start the installation process. It will also start the Tomcat
and Viewer/Render services.

VIX Service Installation Wizard 30.185.8.6060

Install the VIX.
Click Install to begin.

-]

Inztall

< Back | [Hext > | Cancel

28. When installation is complete, click Finish to exit the wizard.
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VIX Service Installation Wizard 30.185.8.6060

Install the VID(
The VIX has been installed. Click Finish to exitthe wizard.

-Dnearline.retrycount=1

-XX:PemSize=128m

-XXMaxPermSize=256m

-Djcifs. properies=C:/VixConfig/jcifs properties

-Dlogdj configuration=file:/C: VxConfig/logdj properies
-Daxis.ClientConfigFile=C:/MxConfig/client-config.wsdd
Starting the Tomcats service.

The Tomcatd service has been started.

Starting Listenar Tool service,

The Listener Tool service is Running

Irestall

29. The VIX will start automatically, but cannot be used until it is activated and
registered with the VistA Site Service. See the next section for details.

Verifying Installation Is Complete

After you have run the VIX Installation Wizard, verify that your installation is complete.
Follow these steps:

1. Go to the VIX homepage: http://<FQDN of VIX server>:8080/

MAG*3.0*185 Deployment, Installation, Back-out, and Rollback Plan
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2. The current version is listed in the format XX. XXX.X.X. The first two digits
represent Version 3.0 of the VistA Imaging system and do not change. The next three
digits are the number of the latest patch that has affected the VIX. This patch number
should match the number of the VIX component you have most recently installed.

i " o o
VISA Version b
L c localhost:808 @\ =

VISA Version

Welcome to the VISA Service, your current version is
30.185.8.6060

3. Verify VIX viewer and VIX render services are running.
R —
—

L} Services

Remote Desktop Services Name  ~ I Description | Status | Startup Type :]
£k Task Scheduler Enables a...  Started Automatic
Stop the service “CLTCP{IP NetBIOS He... Providess...  Started Automatic
Restart the service £k Telephony Provides T... Manual
&k Thread Ordering Se... Provides or... Manual
Description: . 5L TPM Base Services Enables ac... Automatic
Allows users to connect interactively to a & | ;pp pevice Host Allows UPn... Disabled
remote computer. Remote Desktop and ¥ % 3 g z
Remote Desktop Session Host Server £k User Profile Service This servic...  Started Automatic
depend on this service. To prevent ikl sk, Bl nual
remote use of this computer, clear the CLVIX Render Service Started sutomatic
checkboxes on the Remote tab of the & ) . " X
System properties control panel item. S VIX Viewer Service Starte hutomatic
= itomatic
&k v¥Mware Physical Di... Enablessu... Started Automatic
Sh¥Mware Snapshot ... YMware Sn... Manual

Sk VMware Tools Provides s...  Started Automatic

Yolume Shadow Copy Manages a... Manual

dows Audio Manages a... Manual

dows Audio End... Manages a... Manual

“Lhwindows Color Sys...  The WasPl... Manual

&k windows Driver Fo... Creates an... IManual ¥
»

<

C

_Extended A Standard /
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4. Verify the listener tool is running.

iz Erm » ®n

ListenerTool

Stop the service
Restart the service

Extended ){ Standard /

13

N
Name

15), Hyper-V Remote Desktop Vi..
&& Hyper-V Time Synchronizati...
!};), Hyper-V Volume Shadow Co..
184 IKE and AuthIP IPsec Keying ..
Q‘ Infrared monitor service

\9}‘ Interactive Services Detection
@, Internet Connection Sharing...
18 Intuit QuickBooks FCS

153 1P Helper

\(.“), IP Translation Configuration ..
18 IPsec Policy Agent

£ 1SCAgent

0& KtmRm for Distributed Trans...
'Qa Link-Layer Topology Discove..

Description

Provides a pl..
Synchronize...
Coordinates ..
The IKEEXT ..
Detects othe..
Enables user..
Provides net..

Provides tun..
Configures a..
Internet Prot..
InterSystems...
Coordinates ...
Creates a Ne..

Status

Running

Running

Startup Type
Manual (Trigg...
Manual (Trigg...
Manual (Trigg..
Manual (Trigg..
Manual
Manual
Disabled
Manual
Automatic
Manual (Trigg...
Manual (Trigg..
Manual
Manual (Trigg...
Manual

Installing a New VIX

Log On As

Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Network Se..
Local System
Network Se...
Local Service

*3 ListenerTool
».% Local Session Manager
'\9}, LPA Service
292‘ MemeoBackgroundService
18 Message Queuing
»‘3& MessagingService_67e74
'\Q Microsoft (R) Diagnostics Hu...
18k Microsoft Account Sian-in A..

Core Windo..
This service ..
Manages ba..
Provides a m...
Service supp..
Diagnostics ..
Enables user..

Running

Running

Running
Running
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Activating a New VIX

After the VIX is installed, it will be inactive until it is registered with the VistA Site
Service. Clinical Display workstations and VistARad workstations use the site service to
determine if local and remote VIX servers are available.

After the VIX is registered in the site service, the VIX will begin to be actively used, both
by clinicians at your site as well as by remote VA sites for access to locally stored
images.

Note: Do not register the VIX with the site service until after it is installed. Registering
the VIX before it is installed will cause errors and timeout issues for Clinical Display
users.

To register the VIX

1. Gather the following information:
Primary contact name, phone, and email:
Backup contact name, phone, and email:
Site name:

STATION NUMBER (field #99) from INSTITUTION file (#4):
Network Name defined for Imaging Resources group:

2. Enter a CA ticket to Clin 3 for site service update.
= Paste the lines in the preceding step into the ticket.
= Include “Add VIX server to Site Service database”

3. You will be notified, typically within five business days, when the site service
registration is complete.

5. See Verifying VIX Operations
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Updating an Existing VIX

This chapter explains how to update an existing VIX server. An installation checklist that
summarizes this process is on page 52.

Preparing for a VIX Update

Preparing for a VIX update involves:

Acquiring Installation Files
O MAG3 0P185 VIX Setup.msi and SQLExpress x64-12.0.2000.8.zip
should be copied to a temporary folder on the desktop.

Making sure that the KIDS version installed on the VistA system matches the
version the VIX requires.

Scheduling downtime and notifying users of the impact of a VIX update.
Tip: Aware licenses (used for DICOM-to-JPEG2000 conversion on the VIX)
established for older VVIXes will automatically carry over to new VIXes.

Tip: VIX-specific account passwords and security key assignments established for
older VIXes will automatically carry over to new VIXes.

Hardware Requirements

Minimum VIX hardware requirements:

Installation must be done on a 64bit OS machine.
Minimum:
= 2 CPUs and 4 gigabytes of RAM
Preferred:
= 4 CPUs and 8 gigabytes of RAM
A dedicated local drive for the VIX cache
= Minimum
o 200 gigabytes of disk space
= Preferred
o 500 gigabytes of disk space

A 1 gigabit Ethernet connection will need to be available for use by the VIX.
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T
91 Add Hardware

& Frmware
Boot from File

£ Processor
2 Virtual processors
= [ SCSI Controler
® (s Hard Drive
vixtest.vhdx

§4 OV Orive
None

& § Network Adapter
VGC Publc
R Management
\I] Name
VIX TEST
7= Integration Services
Some services offered
] Checkpoint Fie Location
C:\ClusterStorage Production_DIC...
S smact Paging Fie Location
C:\CusterStorage \Production_DIC...
D Automatic Start Action
None
{® Automatic Stop Action
Save

= Memory

You can configure options for assigning and managing memory for this virtual machine.
Specify the amount of memory that this virtual machine wil be started with,

B e
Dynamic Memory
You can manage the amount of memory assigned to this virtual machine
dynamically within the spedified range,
[¥] Enable Dynamic Memory
Mnimum RAM: [E Ll
Maximum RAM: Ve

Specify the percentage of memory that Hyper-Y should try to reserve as a buffer,
m#whw@mwnmm\dfwwbdﬁuﬂnm
amount of memory for the buffer.

Memory buffer: o] %

Memory weight

Mmmmhwﬂdﬂyﬁmfwﬂsmm
compared to other virtual machines on this computer,

Low 0 Hoh

) Specfying alower setting for this virtual machine might prevent it from
starting when other virtual machines are running and avaiable memory is low.

/8, This virtual machine is configured with uniform memory access. Virtual machines
qureduhawmmtofmumm:mmm

Figure 3: MINIMUM VIX Settings
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@ Settings for VHAPUGIMMVVIX1 on VHAPUGIMMVGC3 [=T=

~

R Hardware " Memory
¥ Add Hardware
I~ Firmware

- y Specify the amount of memary that this virtual machine wil be started with.
s192M8 Startup RAM: 3192| M8

® 2 Processor

You can configure options for assigning and managing memory for this virtual
machine,

A5 PrOCesso Dynamic Memory
= % SCSI Controler You can manage the amount of memory assigned to this virtual machine
# & Hard Drive dynamically within the specfied range.
£ % DVD Drive 2
Minimum RAM: 0%/ M8
# § Network Adapter =
F Maximum RAM: 1048576| M8

R Management

Specify the percentage of memory that Hyper-V should try to reserve as a
tL] Name R buffer. Hyper-V uses the percentage and the current demand for memory to
TVVIX determine an amount of memocy for the buffer,

Y- Integration Services

e offers Memory buffer: 215 %
%.| Chedgont File Location
- usterStorage Froducbor DIC mvwl
o Smart Paging Fie Location ’ Specify how to prioritize the avadabiity of memory for this virtual machine
terStorage Product [ compared to other virtual machines on this computer.
{® Automatic Start Action
P Low ] Hgh

{® Automatic Stop Action
Save ) Specfying a lower setting for this virtual machine might prevent it from
starting when other virtual machines are running and avadable memory is
low.

{3, This virtual machine is configured with uniform memory access, Virtual machines
configured with a large amount of memory or many virtual processors can often
benefit from non-uniform memory access.

Disable Dynamic Memory to allow non-uniform memory access.

{3, Some settings cannot be modified because the virtual machine was running v

oK | [ cancel

Figure 4: PREFERRED VIX Settings

VistA Software Dependencies

The VIX server software requires that a compatible Imaging KIDS package be installed
on VistA. For details about the compatible KIDS package and installing it, see the patch
description of the specific patch.

Scheduling Downtime and Impact of a VIX Update

You will need to schedule downtime with appropriate personnel for the duration of the
VIX installation.

Note: If a VIX is installed on a standalone (dedicated) server, the DICOM image
acquisition is not impacted and can continue.

While the VIX server is being updated, VIX assisted functions will not be available.
The following table summarizes how a VIX outage will affect clinicians:
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Clinical Group

Impact

Local Clinical
Display users

DoD images will not be accessible for the duration of the VIX
shutdown.

Remote VA images may be temporarily inaccessible. Clinical Display
will attempt to revert to pre-VIX remote image views, but users may
have to disconnect from and reconnect to remote sites, or in some
cases, restart Clinical Display.

Clinicians may notice longer retrieval times for remote images for the
duration of the VIX shutdown.

After the VIX is restarted, restart Clinical Display to make sure that
Clinical Display is no longer using pre-VIX remote image views for
remote sites.

Local VistARad
users

Remote exam data and monitored exam lists will not be available. For
additional information, refer to the documentation for VistARad.

Remote VA or DoD
clinicians requesting
your site’s images

Remote clinicians may experience transitory application errors if the
VIX is shut down while it is in the middle of processing a request; the
clinician may have to repeat the request.

Remote VA clinicians issuing new requests may notice longer retrieval
times for the duration of the VIX shutdown.

Remote DoD clinicians will not be able to retrieve locally stored
images for the duration of the VIX shutdown.

Local DICOM
Importer users

The DICOM importer client will be unable to log into VistA and process
imports for the duration that the VIX is down.

VIX image
viewer/JLV users

Clinical users of JLV will not be able to access images or artifacts
using the VIX image viewer.

Java Version

Before beginning the install, validate the specific patch description document for the

current version of Java.

If the server has a different version of Java than the required

version specified in patch description, please uninstall the application.

Performing a VIX Update — Standalone Server

Use the following steps to update a VIX on a standalone server.

Note: These steps presume that you have already obtained a new Laurel Bridge DCF
toolkit serial number. These steps also presume the VIX can access the Laurel Bridge
license server via the internet.
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Use an administrator-level account to log on to the standalone server where the VIX

will be installed.

Copy the VIX installation files (MAG3 0P<number> VIX Setup.msi and

SQLExpress x64-12.0.2000.8.z1ip) to a local folder on the server.

a.
b.
C.
d.

Choose Start | All Programs | VistA Imaging Programs | VIX Installation Service

Do the following to prepare the VIX Installation Wizard:

Double-click the VIX installation file.
When the Welcome page displays, click Next.
When the Confirm Installation page displays, click Next.

When the Installation Complete screen displays, click Close.

Wizard.

Run selected program as administrator.

Apps

SQL Server 2014 Installation Cen VistA Imaging Telepathology Wo Magpnifier
.| SQL Server 2014 Management S... VIX Builder 2013 GUI Narrator

SQL Server 2014 Profiler VIX Service |pstallatiop\Aizard =4 On-Screen Keyboard
Pin to Start
1 % Pin to taskb
' SQL Server 2014 Project Convers... i
Uninstall
Open new window
SQL Server 2014 Reporting Servi.. Calculator i B D Administrative Tools
Run as different user

Notepad Open file location Command Prompt

) Microcft e Eramowark Do S8 Dain = antral Dan

When the Welcome page displays, click Next. Then, when you are prompted to do so,

uninstall the pre-existing VIX software. (The wizard will gracefully stop the VIX
service before performing the uninstall.)

When the Uninstall complete message displays near the top of the page, click Next.
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VIX Service Installation Wizard 30.185.8.6060
Update VIX components from 30.177.5.6044 to 30.185.8.6060

Click uninstall button to remove existing VIX web applications.

The ApacheTomcat senvice is Running
Stopping ApacheTomcat sarvice.

| <Back Cancal

Figure 5: Updating from 177 to 185

8. Inthe Site Number field of the Specify the VA Site... page, verify that the Site
Number box shows your STATION NUMBER (field (#99) in the INSTITUTION

file (#4)).
9. Confirm the connection by clicking Lookup Server Address. Then click Next.
10. In the VIX Prerequisites page:

30. Check the line that indicates the state of the Java Runtime environment. If 3 is
shown, do the following:
o Click Install.

o Wait until the status icon the Java Runtime Environment changes to & .
(This install of Java will take longer than previous versions and may take
several minutes to complete)

e Check the line that indicates the state of the Apache Tomcat installation. If 3 is
shown, do the following:

o Click Install.

o Inthe dialog box that displays, enter and confirm the Apache Tomcat
password that you prepared as described in Preparing Passwords,
Activating Components, and Staging Files previously. Then, click OK.

o Wait until the status icon for Apache Tomcat changes to & . (This install
of Tomcat will take longer than previous versions and may take several
minutes to complete)

31. On the same page, check the line that indicates the state of the service account. If [
is shown, do the following:

o Click Assign.
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VIX Service Installation Wizard 30.185.8.6060

Insiall the VIX Prereguisiles

Click G 10 crata and contguea the Tomoal 2amice account Yiou wil be prompiad to entar &

possword 01 the senacs account

& VHAL B hoaskin has the Admmnshenon robs

Cumant operating system is Windows 2012

The Jose Rundma Errdronment weesion B0_121 is irswilad

Apache Tomest version 6045 s instaled

The Laurel Bridge DICOM tooikt s isstaliad

The serace accourt must be reassioned o he Apache Tomaoat senece

The VIX s8cunty Osrtficals is isgiallad

(IR o B < T R <

| Flercat The VX ViewseRands Sanicas ans nstalisd

< Back [ Cace

o If your service user did not change, click Yes. If you need to reassign the
password, click No.

VIX Service Installation Wizard 30.185.8.6060
Insiall the VIX Prereguisiles

Clck a0 10 crasta end confgua the Tomaoal safeca account You wil be grompiad 1o ealar &
possadrd (01 the 3enacs actount

@ VHAIBrhoskin bas the Adminsreion ok

& Curment operating systam is Windows 2012

& The Josa Runtma Emdsonment weezion B0_121 i iraialiad

Reapply prewous sérvice account passwixd? [x]
4
T TenITe 3Ccaurk paraward has ot changed then anraes Yes, athersse No 0 o Apache Tomzat sonece
v No o5
1
¢Back_| [ e

o If you answered No, in the dialog box that displays, enter the Windows
service account password that you prepared Preparing Passwords,
Activating Components, and Staging Files previously. Then, click OK.

o Wait until the status icon for the service account changes to & .
11. Then click Next three more times to accept defaults in the following three pages.
12. Check the line that indicates VIX/Viewer Render Services.
a. If 3 is shown, click Install. If & is shown, click Reinstall.

b. Click Configure Viewer/Render
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VIX Viewer/Render Info Digog =18 -

o

False
Falee

{Proet 301}
wnn

False

[t Aoz athent 2080]
lacaltaz

o

False

Mt/ Nos ok S080]
bcalbost

8260

Falce
IASBLEXSHESS)
ASLEXFRESS

M =
Corbgue VewetRendes oK Genced |

c. Verify the following settings:
1) Verify the viewer port is set to 343.
2) Verify Site Service host name is set to localhost.
3) Verify Site Service port is set to 8080.
4) Verify VIX Service host name is set to localhost.
5) Verify instance name is .\ SQLEXPRESS

d. Edit image cache directory drive to the dedicated VIX cache drive. (For example
"E:\VIXRenderCache")

e. Click the Save Configuration button in the top right corner.

f. Click OK

g. If prompted to install the SQL server, click OK and select the .zip file in the
temporary folder on the desktop. (Depending on your system, this step may take
up to twenty minutes)
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= SOL Server 2014 Setup = =

Installation Progress

Istall Setup Fies

ittt rogres _———

Install_sq_tocks Cpuid_Action : Write_ Nativelmage. 64. Generating Native Images

13. Click Next.

14. Select the “C:\” drive for VixConfig folder and the dedicated VVIX cache drive for
VixCache folder. (For example, “E:\VIXCache”) Click each Create button to create
the folders.

VIX Service Installation Wizard 30.185.8.6060
Specify the location of the VIX cache and configuration folders.

The VIX cache and configuration drves have been configured, Click Next 1o contnue

Speciy the local dnve for the VIX Configurason fles
C:\- Windows 2012R2 v| [C\VaConfig ] Croate

N
8
Specify the local dnve for the VIX Cache

E)\- VIX_CACHE v| |[E\VCache ] Crete

Space Avadable on selected dnve (GB) 499

<Back Net> | [ Caneel

15. In the Specify the Release of Information (ROI) Configuration, do the following:

= Specify the access and verify codes for the account with the ROI periodic
processing credentials. The VIX uses this account for periodic processing of ROI
disclosure requests. The account must be valid VistA credentials with the MAG
DICOM VISA secondary menu option and the OR CPRS GUI CHART secondary
menu option. The credentials can be the credentials of the same service account
that the DICOM Gateway and the HDIG use.
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= Specify the email address that gets notifications for invalid ROI periodic
processing credentials. The VIX sends an email notification to the address or
addresses specified in this field if the ROI periodic processing credentials are
expired or invalid. You can enter several addresses, separated by a comma.

VIX Service Installation Wizard 30.185.8.6060
Specify the Release of Information (ROI) configuration.

The ROl configuration has been specified. Click Next to continue.

Specify the VIXROI service account

Access: sssssnee
Verify: ssssee

Confirm Verify: sssses

In case of error, send email notifications to (comma separated):
user2@va.gov
For example: userl@va.gov, user2@va.gov

< Back H Next > ] | Cancel

16. Click Validate.

The VIX installation program checks the information. If it detects an error, it displays
a tooltip with information about the error. When it validates the configuration, Next
becomes available.

17. In the Configure Local DoD connection page, do one of the following:
= |f your site has no local network connection to a DoD facility, click Next (this
will be the case at most VA sites)
= If your site has a local network connection to a DoD facility, enter connection
information for the DoD’s PACS Integrator server. After entering the connection
information, click Validate to test the connection. Then, click Next.
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VIX Service Installation Wizard 30.185.8.6060

Configure local DoD connection for images

Mo connection specified. Click the Mext button to continue.

I~ Configue Local Dol sannectian

Dol Server IP Address: I

DaoD Server Fort: I
DoD Site I

Username: I

Fasgzswoard: I

Corfirrm Password: I ‘alidate |

< Back I ext > | Cancel I

18. On the Install the VIX page, click Install. (The information in this page is saved in
C:\Program Filesx (x86)\VistA\Imaging\Vix Installer for future reference
or troubleshooting.) This will start the installation process. It will also start the
Tomcat and Viewer/Render services.

VIX Service Installation Wizard 30.185.8.6060

Install the YiX.
Click Install to begin.

Install

< Back st Cancel
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19. The VIX will start automatically when installation is complete.
20. Click Finish. The VIX Installation Wizard will close.

VIX Service Installation Wizard 30.185.8.6060

Install the VDL
The VIX has been installed. Click Finish to exit the wizard.

-Dnearline.retrycount=1 A
-XX PermSize=128m

X MaxPermSize=256m

-Djcifs_ properies=C:/VixConfig/jcifs.properties

-Dlogdj configuration=file:;/C:/VxConfig/logdj.properies

-Daxis ClientConfighile=C:NmConfig/chent-config wsdd

Starting the Tomcats service.

The Tomcat8 service has been started.

Starting Listener Tool service,

The Listener Tool service is Running

Irestall

Bacl Finish Cance

21. See Verifying VIX Operations
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McAfee Exclusions

Exclude the following directories using McAfee On Access Scan Properties:

C:\VixConfig\logs

D OO0 OTCE

<cache drive>:\VixCache
<cache drive>:\VIXRenderCache

C:\Program Files\Apache Software Foundation\Tomcat 8.0\logs
C:\Program Files\VistA\Imaging\VIX.Render.Service\log
C:\Program Files\VistA\Imaging\VVIX.Viewer.Service\log

Tk Manager o el s L;mnng Shatur
m , Log (7136)
On-Access Scan Properties X P

Gerery
Seting:

Pracesies

Pracesies | Scan bersz| Eecharionn | Actions |

@ Spocly what fxru to @xchads bon scareg. e

What red 1o teen

Eechade dids. M, ond fobders 1295 SOy e
© SetExdlunons. =
;3:9 Sulnct Has, fokders. and dives 13 ba eachuded hom scanning
oy (WY Dchuds Stolds
CADbcared Yax p———
C\Pwoyon Fies [@5fadutiel  Yer 1 Corcel |
| CPwan Fles 1351 ey Al ’I
CiPyogan FleApachs Sdve . Yar ——ere—s
Py Flesach Yer £ e
TPy an Fled Ve Yeu - -
CAoyanhadigod Yot Aevorn |
CWaCachet, Yeax — -
CWRendaCacrel e 5 ‘_“:'f] 4o
« w > He |
e B
| SSS——————,
. X
= Add Exdusion Ttem. =T [x]
H Wha 30 eechude f i o roannng
®) [y reaxeocebon [can nchade widcasds " o 71
3 | e T ;
;fjﬂmcddl wabiodders I._c-__—l—
2 By S bpe foan nchade e ? pidead = I’Ti
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Verifying VIX Operations

After a new VIX is installed and is registered with the Image Exchange Service, Clinical
Display (MAG*3.0*93 or later) and VistARad (MAG*3.0*90 or later) workstations will
automatically start using the VIX.

= Clinical Display will begin sending all of its requests for remote data to the VIX
immediately. No configuration changes are required for Clinical Display to start
using the VIX.

= VistARad will need some local configuration changes to enable some of its VIX-
supported capabilities; refer to the VistARad documentation for details.

Verifying Access to the VIX Transaction Log

VIX administrators can use the VIX transaction log to monitor VIX activities. If the
transaction log can be accessed, the VIX is running.

To access the transaction log you will need:

= A VistA account that has the MAG VIX ADMIN security key assigned to it
(while the log is a Web page, the VIX uses a VistA account to secure the log).

= Access to http://[<FQDN>:8080/Vix/secure/VixLog.jsp
(Where <FQDN?> is either the fully qualified domain name of the server the VIX
is installed on.)

If you cannot access the transaction log, verify that the VIX service is running.

If the VIX is running but you cannot access the transaction log, ensure that port 8080 on
the VIX server is not blocked. Possible culprits of a blocked port include antivirus
firewalls and modifications to ACLs (Access Control Lists).

For detailed information about the contents of the transaction log, refer to the VIX
Administrator’s Guide.

You can also spot-check individual remote images to see if they were delivered via the
VIX as described in this section.

Spot-checking VIX Image Delivery

1. On the Clinical Display workstation, select a patient with remote images.

2. Ifitisnot visible already, display the Abstracts area to display an abstract for one of
the remote images.

3. Right-click the abstract for the remote image and open the Image Information
window.
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4. Inthe Image Information window, check the IEN (Internal Entry Number) value. If
the value starts with “urn”, the remote image was retrieved by the VIX.

5. Go to the VIX homepage: http://<FQDN of VIX server>:8080/

6. The current version is listed in the format XX.XXX.X.X. The first two digits
represent Version 3.0 of the VistA Imaging system and do not change. The next three
digits are the number of the latest patch that has affected the VIX. This patch number
should match the number of the VIX component you have most recently installed.

[] L = IEI#‘ 4
VISA Versien x
- C [} localhost02 @ W =
VISA Version

Welcome to the VISA Service, your current version is
30.185.8.6060

7. Verify VIX Viewer and VIX Render services are running.

£, Services
Remote Desktop Services MName + I Description | Status | Startup Type :‘
& Task Scheduler Enablesa... Started Automatic
Stop the service ‘CLTCPIP NetBIOS He... Providess... Started Automatic
Restart the service &k Telephony Provides T... Manual
»&.’;Thread Ordering Se... Provides or... Manual
Description: »Q;TPM Base Services Enables ac... Automatic
Allowis users to connect interactively to a »S\"'-UPnP Device Host Allows UPn... Disabled
remote computer. Remote Desktop and g _ ? 3 i 2
Remote Desktop Session Host Server & User Profile Service  This servic...  Started Automatic
depend on this service. To prevent i i Rrouidasgo nual

remote use of this computer, clear the

{CAVIX Render Service Started \utomatic
checkboxes on the Remote tab of the g

System properties control panel item. v,’,\"';VIX Viewer Service Started hutomatic
iz e d skomatic
-.’,\“';VMware Physical Di... Enablessu... Started Automatic
&) ¥Mware Snapshot ... YMware Sn... Manual
-L;";VMware Tools Provides s...  Started Automatic
-.‘,;?;Volume Shadow Copy Manages a... Manual
».‘,L"; Windows Audio Manages a... Manual _]
£ Windows Audio End... Manages a... Manual
‘) Windows Color Sys... The WesPl... Manual
£ Windows Driver Fo... Creates an... IManual _|L|
4 »

_Extended /4 Standard /
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8. Verify listener tool is running.

ListenerTool

Stop the service
Restart the service

~

Name Description
1, Hyper-V Remote Desktop Vi Provides a pl_.
;‘2 Hyper-V Time Synchronizati.  Synchronize..
&}, Hyper-V Volume Shadow Co.. Coordinates —.
& IKE and AuthlP IPsec Keying . The IKEEXT s..
\‘Z Infrared monitor service Detects othe..
Q Interactive Services Detection Enables user..
Q Internet Connection Sharing.. Provides net..
1 Intuit QuickBooks FCS

165 1P Helper Provides tun..
'\Q IP Translation Configuration .. Configures a..
& IPsec Policy Agent Internet Prot...
Q ISCAgent InterSystems...
Q KtmRm for Distributed Trans.. Coordinates ..
(Q Link-Layer Topology Discove.. Creates a Ne..
€ Local Session Manager Core Windo..
Q LPA Service This service ..
&), MemeoBackgroundService  Manages ba...
& Message Queuing Provides a m..
& MessagingService_67e74 Service supp-
Q Microsoft (R) Diagnostics Hu.. Diagnostics ..
& Microsoft Account Sian-in A~ Enables user..

Status

Running

Running

Running

Running
Running

Startup Type
Manual (Trigg-
Manual (Trigg-.
Manual (Trigg-
Manual (Trigg-
Manual
Manual
Disabled
Manual
Automatic
Manual (Trigg-.
Manual (Trigg-.
Manual
Manual (Trigg.-.
Manual

Automatic
Manual (Trigg-
Automatic
Automatic
Manual (Trigg-.
Manual
Manual (Triaa..

Log On As

Local System
Local Service
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Local System
Network Se..
Local System
Network Se..
Local Service

Local System
Local Service
Local System
Network Se..
Local System
Local System
Local System

Post-installation

Extended X Standard /
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Using the VIX Installation Wizard to Reconfigure the VIX

You will need to re-execute the VIX Installation wizard if you need to:

= Change the drive where the VixCache or VixConfig folders are located. It is
recommended that these folders reside on the same shared drive.

= Change the VIX configuration to use a different local VistA host name or port
number.

Using the VIX Installation wizard is broadly similar to the steps for updating a VIX,
except the process is much faster since no actual software is being installed.

Note: The following steps that new cache location is set up and/or that the local
VistA database connection change has already been made.

Tip: Changing a VIX cache location or local connection information should take
about 5 minutes.

Reconfiguring a VIX — Standalone Server

1. Review the information in the Scheduling Downtime and Impact of a VIX Update
section, and schedule downtime and notify appropriate groups of the downtime.

2. Log in as an administrator on the server where the VIX is installed and choose Start |
All Programs | VistA Imaging Programs | VIX Installation Service Wizard.

Apps

SQL Server 2014 Installation Cen.. VistA Imaging Telepathology Wo.
. SQL Server 2014 Management S.. VIX Builder 2013 GUI

SQL Server 2014 Profiler VIX Service Igsialiation 5
Pin to Start
< Pin to taskb
' SQL Server 2014 Project Convers... R,
Uninstall
Open new window

SQL Server 2014 Reporting Servi. Calculator Administrative Tools

Run as administrator
Run as different user

Notepad Open file location Command Prompt

3. Click Next until the Specify the VA Site... page displays.

4. In this page, verify that the Site Number box shows your STATION NUMBER (field
(#99) in the INSTITUTION file (#4)). Then, click Lookup Server Address.
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5. Verify that the correct hostname and port number for the local VistA system is
displayed. Then, click Next.

6. When the Install the VIX Prerequisites page displays, click Next. (All prerequisites
are installed already).

7. In the Specify the location... page, do one of the following:

= |f you are changing the location of the VIX cache and configuration files, select
the new drive for each (the same drive should be used). Then, click Create. Then,
click Next.

= |f you are NOT changing the location of the VIX cache and configuration files,
click Next.

oo

. In the Specify the Release of Information (ROI) Configuration, do the following:

= |f you want to change any of the values, enter the new values. If you are changing
the email address or addresses for invalid ROI periodic processing credentials
notification, click Validate. If you do not want to change any of the values on this
page, skip this step.

= Click Next.
9. Inthe Configure local DoD connection page, click Next.
10. In the Install the VIX page, click Install.

11. Wait until the installation is complete and click Finish. The VIX will restart
automatically.
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Troubleshooting

Resuming an Interrupted VIX Installation

If you have had to interrupt or cancel an in-progress VIX installation, you can resume the
installation.

Note: If you re-run MAG3 0OP<number> VIX Setup.msi, YOU are repeating the
installation of the VIX Installation Wizard software, not the installation of the VIX itself.
If you do this, click Cancel, choose Yes when prompted for confirmation, and then exit
the installer. Then restart the VIX installation.

Resuming Installation (single server VIX)

1. Log onto the VIX server as an administrator.

2. Click Start | All Programs | VistA Imaging Programs | VIX Installation Wizard.

Apps

SQL Server 2014 Installation Cen.. VistA Imaging Telepathology Wo... Magnifier

. SQL Server 2014 Management S... VIX Builder 2013 GUI Narrator

SQL Server 2014 Profiler VIX Service |pstallatiogizard o On-Screen Keyboard

Pin to Start

< P kb,

' SQL Server 2014 Project Convers... intotasgar
Uninstall

Open new window

SQL Server 2014 Reporting Servi... Calculator Administrative Tools

Run as administrator
Run as different user

Notepad Open file location Command Prompt

3. Follow the steps for a first-time standalone VIX installation or for updating a
standalone VIX.

VIX Support

If you encounter problems installing the VIX please call the National Service Desk at 1-
855-673-4357.
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Back Out/Uninstall Scenarios

The information in this section addresses three possible cases that involve uninstalling a
VIX:

=  Troubleshooting
= Relocation onto a different server
= Decommission

Each of these scenarios is outlined in the following sections.
Uninstall/Restore as part of Troubleshooting

If you need to remove and then immediately reinstall the VIX on the same server for
troubleshooting purposes, you will need to do the following:

1. Locate the product serial number for the Laurel Bridge software that is bundled with
the VIX. This number is in the license paperwork that was provided by
VHAVILBLICENSES@VA.GOV when the VIX was set up.

2. Note: You will need to re-enter this serial number as a part of the VIX installation
process.

3. Choose Start | All Programs | VistA Imaging Programs | VIX Installation Service
Wizard.

4. When the Welcome page displays, verify that the screen displays “This wizard will
guide you through the installation of the Vista Imaging Patch 185 VIX and click
Next.

5. Then, when you are prompted to do so, click Uninstall version 30.185.xxx. (The
wizard will gracefully stop the VIX service before performing the uninstall.)

6. Go to the Control Panel, choose Add/Remove Programs, and remove the
MAG*3.0*185 VIX installer.

7. Re-execute the VIX installation as if for a new standaloneVIX, see New VIX
Installation - Standalone Server section. .

Relocating a VIX onto a New Server

If you need to remove all traces of the VIX from the old server and set up the VIX on a
new server, you will need to do the following:

1. Contact the VHAVILBLICENSES@VA.GOV mail group and arrange to have the
existing Laurel Bridge DCF toolkit licenses transferred to a new server.
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2. Validate the new server where the VIX will be installed as described in the Selecting
and Validating the VIX Server section.

3. Manually remove the VIX as described in the Uninstalling the VIX section below.

4. Re-execute the VIX installation as if for a new standalone VI1X, see New VIX
Installation — Standalone Server section. .

Decommissioning a VIX
If a VIX to be completely decommissioned and not replaced by another VIX, do the
following:

1. Notify the VHAVILBLICENSES@VA.GOV mail group that the Laurel Bridge
license seats used by your site are no longer being used.

2. Contact VHAVIVIXSETUP@VA.GOV mail group to have the VIX security
certificates retired and the VIX removed from the site service.

3. Manually remove the VIX as described in the Uninstalling the VIX section below.
4. In VistA, remove the MAG VIX ADMIN security key from the accounts that have
this key assigned.

Uninstalling the VIX

The following steps explain how to completely remove a VIX and all its supporting
components (toolkits, runtime environments, etc.) from the server where the VIX is
installed.

~ These steps will completely remove the VIX and permanently delete the VIX
~&/  cache.

Depending on the VIX server configuration and operating system, the specifics of
removing the VIX will vary, but the general process is as follows:

1) Stop the VIX service.
2) Remove VIX-related applications, accounts, directories, and variables

These steps do not require a server reboot, and can be performed while the rest of the
Imaging system is active.
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Stopping the VIX service
The steps for stopping the VIX service vary based on operating system.
Remove VIX-related applications, accounts, directories, and variables

After stopping (and/or removing) the VIX service as described in the previous sections,
you will need to remove VIX software and settings.

These steps presume you are already logged in as an administrator on the server where
the VIX service used to reside.

These steps cover all supported VIX configurations.

1. Use Windows Explorer to navigate to the drive where the VIX Cache is located, and
delete the following folders:

<shared drive letter>\VixCache
<shared drive letter>\VixConfig

2. Use Windows Explorer to delete the following directories:

C:\DCF_RunTime
C:\Program Files\Java\jre1.8.0_121

3. If you are removing the VIX permanently, also delete the following folders:

SKIP THIS STEP if you are uninstalling and reinstalling the VIX on the

= same server for troubleshooting purposes. If you delete these folders, you
will need to recreate the VIX configuration and request new VIX security
certificates.

<shared drive letter>\\VixConfig
C:\VixCertStore

4. Open the window used to remove programs.

= On Windows click Start | Control Panel. Under the Programs item, click
Uninstall a program.

= Remove these three programs (no reboot required):

Apache Tomcat 8.0.45
Java (TM) 1.8.0. Update 121
VIX Service Installation Wizard

5. In Windows Explorer, right-click the Local Disk (C:) folder, select Properties. Then,
select the Security tab.

6. Select the apachetomcat user and click Remove.
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7. Click OK to close the Properties dialog box, and click Yes when are asked if you
want to continue.

Note: If one or more “Error applying security” messages display, click Continue
until they are all closed.

8. Open the Computer Management/Server Manager window.
= On Windows, right-click Computer on the desktop. Then, click Manage.
9. Inthe tree on the left side of the window, navigate to Users.

= On Windows, go to Server Manager/Configuration/ Local Users and
Groups/Users.

10. In the right side of the window, right-click the apachetomcat user, click Delete, and
click Yes when you are asked for confirmation.

11. Open the System Properties dialog box.

= On Windows, right-click Computer on the desktop. Then, click Properties. Then
on the left side of the System window, click Advanced system settings.

12. In the Advanced tab, click Environment Variables.

13. In the System variables list near the bottom of the dialog, delete the following
variables:

CATALINA_HOME DCF_USER_CLASSES
DCF_BIN DCF_USER_LIB
DCF_CFG DCF_USER_ROOT
DCF_CLASSES LD _LIBRARY_PATH
DCF_LIB OMNI_BIN

DCF_LOG OMNI_LIB
DCF_PLATFORM OMNI_ROOT
DCF_ROOT vixcache

DCF_TMP vixconfig

DCF_USER_BIN
14. In the System variables list, select the Path system variable. Then, click Edit.
15. In the Variable value box, delete the following substrings:

C:\DCEF (if present)
C:\DCF_Runtime\bin
C:\DCF_Runtime\lib

C:\Program Files\Java\jre1.8.0_xx\bin

Note It is recommend that after deleting each substring you delete any extra
semicolon characters.
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16. After removing the substrings, click OK. Then click OK twice more to close the
Environment Variables and System Properties dialog boxes.

17. If the VIX is installed on a standalone server, VIX removal is complete.
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Appendix A: VIX Install Checklist

The checklist on this page summarizes the VIX installation process.

VIX Install Checklist

Requirement

Action

Install patch 185 KIDS in VistA

See Patch Description Document

Verify VIX server/NVM meets minimum hardware
specifications

Allocate more CPU cores/RAM as needed
to meet minimum or recommended
specifications

Verify Microsoft Visual C++ 2010 Redistributable
Package (x64) is installed

Install Microsoft Visual C++ 2010
Redistributable Package (x64) if required.
(Download from SFTP site)

Verify .NET 3.5 is installed and enabled

Install and enable .NET 3.5 if required

Verify .NET 4.5 is installed and enabled

Install and enable .NET 4.5 if required
(Download from SFTP site)

Verify you have the SQLEXxpress_x64-12_0_2000_8.zip
file

Download from SFTP site if required

Initiate the installation of the 185 VIX

See Installation Guide

Verify if install is complete

See Installation Guide

Verify that VIX is running

See Installation Guide

Verify that VIX Viewer and VIX render services started

Verify in window services console

Verify ListenerTool service is running

Verify in window services console

Verify that MacAfee Exclusions are Updated

See Installation Guide

Request Site Service update to your facility if needed

Enter in national CA ticket requesting
CLIN3 to update your site service entry to
include the new viewer. (Port 343)

Verify that images can be viewed via zero-footprint Image
Viewer.

Verify JLV or other application utilizing
zero footprint viewer. If unable to view an
image, enter a support ticket for assistance.
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